
genucenter 4.1 Release Notes

Information on the genucenter 4.1 product family is available in these release notes.
Please read this document carefully! You are advised to install this upgrade, as this release both resolves
various problems, and provides new features.

Important, please read!
We strongly recommend performing a configuration backup of your genucenter system BEFORE upgra-
ding.
Detailed instructions on how to perform this upgrade are available in section 4 of these release notes.

1 Scope of Delivery

With the current genucenter version 4.1 you have received:

• These release notes

• An ISO image of the installation CD-ROM.
The image is also available for download on the genua webserver in the genucenter customer
area:
https://www.genua.de/customer/gz_support/release_download.en.html

2 Before Upgrading

2.0.1 Upgrade starting with version 2.3

• When upgrading version 2.3, please note you first must upgrade to version 4.0. Additional infor-
mation is available in the 4.0 release notes.

• Version 2.3, patch level 6 is required for the upgrade, as well as a version 2.3 backup that later can
be restored on 4.0.

• After upgrading to 4.0, you can proceed to version 4.1, as described below.

2.0.2 Upgrade starting with version 4.0

• This upgrade requires genucenter 4.0, any patchlevel.

• A database backup is strongly recommended before upgrading to genucenter 4.1. Execute the
command db backup on the commandline to do so. This backup then can be restored afterwards.

• A new password must be set after the upgrade, and confirmed one more time by the old one. Plea-
se note the requirement for sufficient complexity when setting the new password. This password
applies to the user “root” on the console as well as the GUI user “admin”.
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• The centrally managed appliances should be upgraded to either the current major version and
patchlevel, or the current certified/approved version.

• The following sections describe changes to various objects and settings. Please read carefully.

3 New Features in genucenter 4.1

3.1 Remote maintenance via rendezvous connections

Remote maintenance via rendezvous connections as implemented in version 2.3 now is available in this
version.
Please note that genucenter version 2.3 first must be upgraded to 4.0, then to 4.1! Be sure to to run
db backup after installation of 4.0, as this backup is needed for the upgrade to 4.1.
Administration of rendezvous objects is much more straightforward in the new GUI. In addition, new
features were added to the operator GUI:

• Improved performance, especially when handling numerous remote maintenance connections.

• Faster rendezvous status display refresh.

• Bulk start and stop of several maintenance connections simultaneously.

• All connection details are displayed.

• Improved logos for maintenance connection status.

• Logging now writes separate files for messages and rendezvous accounting.

• Warnings are issued when a remote maintenance association via L2TP is configured on a rendez-
vous box without L2TP.

Concerning the authentication of rendezvous operators per LDAP:
Operators already could use LDAP when logging on to genucenter 2.3. However, since then LDAP
authentication has been introduced for other genucenter users (Admin, Revisor, Service) as well in
version 4.0. Therefore “User ID attributes” and “Group attributes” are not available in version 4.1 if LDAP
settings are imported from 2.3 without further editing.

3.2 Dashboard element displays VPN policy

A new dashboard element now is available for genuscreen appliances, and is displayed when the app-
liance is a member of a VPN. Among other things, it reports if the genuscreen involved has stored its
VPN key on a smartcard, if strong encryption has been selected, or if access to the genuscreen has
been restricted.
This dashboard element is useful for administrators working with genuscreens in a confidential/restricted
setup. However, please note the information provided here is only part of what is needed to successfully
implement a confidential/restricted VPN!

Page 2 of 5 GENUCENTER 4.1 RELEASE NOTES



3.3 GUI

• Editing of domains has been moved to a dropup button in the explorer bar, thus enabling the
renaming of domains as well.

• In the appliance context, click on the logo displayed to the left of the appliance name in the menu
bar to easily switch to the appliance’s domain. This facilitates the handling of configuration objects.

• The explorer bar now displays deactivated appliances as crossed-out names.

• The maintenance menu now can display an appliance’s MAC address. This helps determine if a
USB update can be created for a given appliance.

• Various descriptors now are named as input by users.

• So-called soft validators now are available, for example to issue a warning if bridges and uRPF are
simultaneously configured.

• The execute button in the appliance overview now remains inactive until one or more appliances
have been selected.

• The button “Update Configuration” has been renamed to “Update Appliance” to clarify that the
configuration changes on the appliance.

• Depending on what is selected in available dropdowns, further settings now can be deactivated.

• Hold down the Ctrl key to select several listed objects simultaneously.

3.4 Miscellaneous

• Passwords of the genucenter server as well as managed appliances now may only consist of ASCII
characters (7 bit).

• A Samba port has been added to access Windows shares, for example to store backups on them.

• The genucenter IP address now is visible for all users by clicking on the “User” icon in the top bar.

• Roaming now is available for GSM/UMTS (2G/3G) connection profiles.

• SSH keys now can be immediately generated while configuring a new system user (instead of after
first saving the user configuration).

• “Other Appliance” was changed to “3rd Party Appliance”.

• The performance of overview tables has been improved.

• It now is possible to directly update appliances with autoupdate configured for them. The job mo-
dule provides the option “Force Connection” to deactivate the “Autoupdate” setting.

• Numerous issues were fixed in version 4.1, as listed below:

– genucenter clusters now work with SNMP again.
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– The “admin” user now can log on to genucenter without using LDAP, even if LDAP has been
activated on the system.

– Activating LDAP on an appliance could corrupt the confuguration, especially in connection
with the “used by” field output. This has been fixed.

– Issues with autoupdate and standby appliances have been fixed.

– MTU values greater than 1500 now may be configured.

– The names of deleted trees may be reused.

– Single and multiple selections now display network groups only once.

– Descriptions may be created for IP addresses.

– Appliances are now copied with the same ruleset as the original.

– The filters available in the packet filter and NAT overview now is available for for all columns.

– Smartcards now may initialized on standby appliances.

– Passwords now are permitted for CARP interfaces.

3.5 Training and workshops

Release courses covering all new features and important changes, as well as hands-on workshops now
are available. For details, see http://www.genua.de under “Events & Trainings”, “English”.

4 Upgrade Installation

To perform the upgrade to version 4.1 genucenter 4.0, any patchlevel is required.
To download, go to http://www.genua.de and click on ’Customer Service’ -> ’Internal Customer
Area’ -> ’genucenter Support’ .
Before starting the upgrade, please check if you have SSH access to the genucenter system, and set
it up if necessary. If you are using a genucenter standby system, please read chapter 4 in the product
manual.
To upgrade, perform the following steps:

• Log in as root on the genucenter machine.

• Generate the database backup by executing the following command:
db backup

• Copy all files in the directory /var/center/backup/ to a different machine.

• Create the installation CD-ROM from the ISO image and insert it into the drive.

• At the prompt
(I)nstall, (U)pgrade or (S)hell?

select U for upgrade.

• You will later be prompted for a console password. The one entered here will overwrite the original
password.
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• The system now installs the upgrades.

• After the upgrade installation, reboot the system when prompted. To do so, remove the CD and
enter
reboot

at the console.

• Now log in at the Web interface and check the results. It is recommended – at the very least – to
check the genucenter configuration itself to prevent losing access to the Management Server due
to errors.

5 How to Contact Us

genua Gesellschaft für Netzwerk– und Unix–Administration mbH
Domagkstrasse 7, 85551 Kirchheim near Munich, Germany
Phone: +49 89 99 19 50-0, Fax: +49 89 99 19 50-999
E-Mail: info@genua.de, WWW: http://www.genua.de/

 2013 genua mbH, Kirchheim, all rights reserved. genua, genugate, genucenter, genuscreen, genu-

crypt, genubox and genucard are registered trademarks of genua mbH.
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