
GeNUCard
Compact IT Security to Go for Mobile Users

Soviel ist sicher.

People who are away on business a lot need to take spe-

cial precautions for their IT security: Field staff carry around 

sensitive information on their laptops, which they connect 

directly to the company network via various means in order 

to exchange up-to-date data or use applications online. This 

mobile access is very convenient, but it also entails consi-

derable risks. Are you sure that the security systems on the 

laptops used are up to date, perform faultlessly, and that the 

company network is accessed only via secure connections? 

If you have any doubts, this can be a gateway for unau-

thorized access – to the laptop, and indeed to your whole 

network. For this critical point in mobile data communication, 

we can offer you a high-security package that you can  

rely on: GeNUCard – compact IT security to go.

GeNUCard Safeguards the Entire  
Data Communication Process
Inserted in your laptop, the GeNUCard safeguards data 

communication via all external interfaces. For this purpose, 

the following security systems have been installed on this 

compact card:

  ■ ■  Firewall

  ■ ■  VPN gateway

  ■ ■  Token function

VPN via All Available Means
Now, when a connection to an external target is requested, 

the firewall first checks whether or not this communication  

is permissible. Only connections that have been expressly 

authorized will be permitted, while any other requests  

will be consistently blocked by the firewall. For authorized 

connections, the GeNUCard creates a strongly encrypted 

Virtual Private Network (VPN) for the configured receiver  

– all data communication is then carried out exclusively via 

this completely secure connection. And you can choose 

from any of the currently available means – from Ethernet 

or WLAN, Bluetooth or mobile radio, or even satellite paths. 

Additional security features include authentication and key 

handling using a token function. Without this key nobody  

can initiate a connection with your company network. 

Autonomous Card Guarantees  
a High Level of Security
This combination of features provides security for data 

communication that mobile users can rely on. But that’s not 

all – with the GeNUCard, you also have another significant 

advantage. Our security package isn’t installed on the laptop 

that it is supposed to protect – instead, it is installed on 

an autonomous card with its own operating system, which 

enables the GeNUCard to remain fully functional even if the 

laptop has already been compromised through careless 

handling. This means you are guaranteed the highest level of 

IT security, just when it matters most – in an emergency!



Central Administration  
via Management Station
The GeNUCard is administered via a local GUI, which you 

can customize according to your requirements and cor- 

porate design. If you have a large number of field staff that 

you would like to equip with our high-security package,  

we can offer you the GeNUCenter Central Management  

Station as an administration solution. This enables you to 

keep track of the status of all your mobile security systems 

from your head office, uniformly implement your desired  

configuration, monitor correct functioning, and transfer  

updates easily – achieving a top IT security level.

About GeNUA
GeNUA, Gesellschaft für Netzwerk- und Unix-Administration, 

is a German specialist company for IT security. Since the 

company was founded in 1992, we have specialized in 

providing sophisticated solutions to protect networks. Our 

products and services include firewall systems certified by 

the German Federal Office for Information Security (BSI), 

high-security gateways for red-black transitions, VPN and 

remote maintenance solutions, data optimization for satel-

lite communications, and an extensive range of servicing 

options. Many companies and security-conscious public 

authorities trust GeNUA to protect their IT systems. 

Additional Features available  
as Auxiliary Modules
Are there any other features you would like? Our compact 

card has space for additional applications, and can be  

extended by adding modules such as an intrusion detec- 

tion system, or a traffic optimization feature, which greatly  

increases the speed of data transfer via satellite paths.  

We are happy to develop other modules on request from  

the customer.

Seal of Quality: BSI Certification
As proof of the high quality, we will certify our mobile solution 

to Common Criteria EAL 4+ by the German Federal Office  

for Information Security (BSI). This is the highest level that 

can be applied for complex security systems. Additionally, 

the GeNUCard can already function securely with IPv6,  

so that our customers can be assured of having installed  

a top-quality, future-proof solution.

Simply Plug in for  
Secure Communication
Our high-security package is really easy to use: simply  

insert the GeNUCard in the Express Card slot on your laptop, 

and it will provide a high level of security for data communi-

cation, no matter which means you use. For this purpose,  

the compact card comes with the following interfaces:

  ■ ■  Ethernet (for Internet and LAN)

  ■ ■  USB (for UMTS, GPRS)

  ■ ■  SD Card (for WLAN, and Bluetooth)

■ ■  Smart card
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Your Benefits from GeNUCard:

  ■ ■   Autonomous, high-security package for laptops

  ■ ■   Easy to use with the Express Card slot

  ■ ■   Integrated firewall for controlling connections

  ■ ■   �Secure VPN for data communication  
using any available means

  ■ ■   Authentication and key handling via token

  ■ ■   Personalized extension with additional features

  ■ ■   Safe investment thanks to IPv6 integration 

  ■ ■   Easy administration via Central Management Station
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Easy to use – just insert 
in Express Card slot


